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Abstract: The key management of public key
defines two aspects first one is the distribution of
public key and the second one is the use of
public key to distribute secret keys for
encryption. In this paper we are presenting the
public key authentication framework. The
distribution of public key can be done by many
ways but in this paper we are presenting the two
schemes known as the public key authority
without certification authority (PKAw CA) and
public key authority with certification authority
(CA) or certification authority. In this paper we
have compared both the schemes with respect to
security, availability and their support and
prepare a comparison chart for them.
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1. Introduction:

In the direction of public key cryptography
it is necessary to know the public key of
each and every user in network so that the
encryption and decryption can be made
easily. In this context there are several
scheme proposed in “cryptography and
network security by William Stallings” like
publically announcement of public key,
publically available directory, public key
authority and certification authority. The use
of public key is also available for the
generation of secret key. In this paper we are
implementing the concept of public key
authority without certification authority
(PKAWCA) and certification authority
(CA).the main purpose is to present the
comparison chart between both the schemes
under the consideration of security. The two
normal schemes to provide the public key in
network are.
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Where A and B are the two host in the
network and PU , and PU  are the
corresponding public key for A and B
respectively and announced publically.

Public Key Directory:

Figure 2

In the public key authority it maintains a
greater degree of security in this the public
authority maintains a directory with the
name and public key for each and every
participant. In this each host or system
firstly register with its public key to the
public key register.

These are the simple distribution of key with
in the network.

1.1 Introductions to public key authority:
This is the main concept for stronger
security for public key distribution. The
whole scenario is illustrated in fig 3 in
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which the public key directory is responsible
to generate the public key for every system.
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Figure 3

The algorithm for public key directory as
follows

1- Request | | Time q:i.e. Initiator A
sends a request with the time step
Time 1 for the desired session

2- E (PR auth [PU b I 1 Request | | Time
1]): The original message again sent
by the key authority to verify the
original request with the public key
of responder B.

3- E(PUp [Ida 11 N3]): Now A can
store the public key of B and use it to
encrypt the message contains the
identity of A and a nonce N1. A
nonce is used for uniquely
identification of every message.

4- Request | | Time ,: Same process
done by as step 1 by the responder B
to achieve the public key of A.

5- E (PRauth [PU 4l | Request I | Time
2]) : Process done by the responder B
to get the public key of A so that a
communication can be established.

6- E(PU o [N 1 11 N3]: B sends a
message to initiator encrypting with
the public key of A and with the
nonce N1 as this can assure that the
original message was generated by A
and it is intended for B.

7- Next and last step A returns the
nonce N2, with using the encryption
scheme by public key of B to assure
that the message was generated by B
and intended for A.

This scheme provide a better security
aspects for the distribution but there
is a lot of use of public key and
nonce so there are more possibilities
of errors.

1.2 Introduction to certificate authority:
The alternative approach for secure
transmission of publics key is certificate
authority (CA) is firstly defined by
Kohnfelder [KOHN78] which can be used
for the exchanging the public key without
contains the public key authority. The
scenario is described in fig.4
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A

Algorithm is as follows

1-PU 4 & PU p: by which each and every
system in network can store its public key to
the certificate authority.

2- Ca = E (PRautn, [T|[IDA||PUL]): ie. a
certificate generate by the certificate
authority to  the initiator A  for
communication with other system in
network.

3- Cg = E (PRauth, [T||IDg||PUg)): i.e. a
certificate generate by the certificate
authority to the initiator B  for
communication with other system in
network.

In this way with the help of CA and CB both
the initiator and responder can communicate
with each other without sharing the public
key and nonce. It can communicate only
with the help of the certificate generated by
the certification authority (CA).
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2. Benefits of using the certification
authority [KOHN]: the use of certification
authority (CA) provides the following
benefits over the public key authority
without Certification authority (PKAwWCA).
1-In the network each and every participant
can determine the identity and the public
key of of owner of certificate.

2-Verification can be done by intended
participant.

3- The generation, modification and
updating only can be done by the
certification authority.

3. Our Work: The system participate in the
communication can trust certificates issued
by the CA which contain the identity of
every user also some attributes like the
employee code, name and department if we
talk about any business process for uniquely
identification of user. By the CA users can
trust the key belongs to the entity specified
by the attributes, and that the key can be
used safely in the manner for which it was
certified by the CA. the comparison against
any business process can be done by the
following way. (Table 1)

4- Participants can identify the time limit
and session for every certificate [DENN83].

Table 1
Sr.
No.

PKAwWCA CA

Key back is not possible as the
authority never stores the keys | Yes, it is possible as all keys are stores
it only sends to the in the certification authority.
corresponding request.

Key pairs are required as there
is double encryption first with

Approach

1 | Key Backup

There is no need of pair of key as only
one key is require to encrypt the

2 | KeyPairs Fh? guthorlty and second .by certificate which reduces the
initiator or responder which -
. . complexity.
increases the complexity.
Key Update, Not possible as no record Possible as each and every key is store
3 | management and - e
History saved. with the certificate.

Not possible as direct
communication start after
receiving the public key of
responder. (Use only for single
communication).

Possible as the certificate can be used

4 | Cross- Certification L
for further communication.

Repository is a service that allows for
distribution of certificates. The CA

Certificate s o
S L . works for issuing certificates to users,
5 | Repositories and Distribution not possible. o L o
Distribution Certificate repositories store certificates

so that applications can retrieve them on
behalf of users.

The client side software is available for

automatically checking the controls to a

There is no client side

o software for PKAwWCA for certificate, renewing, providing the
6 | Client-Side Software checking the control over interface to the key backup, key history
network. and dealing with all the other issue with

keys and certificates.
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4.Result: business prospective and for the secure

In the work proposed six above mentioned
approaches taken by which a graph can be
genrated for the
genuine acceptence and false acceptence of
key genrated by PKAwWCA and CA on the
responder or client side. In the following
figure (Fig. 5)
Represent the keys genrated by the
certificate in CA

— = Represent the keys genrated by the
PKAWCA

—+—  Represent equal error range(i.e.
the area in which both approaches give same
result)

5. Conclusion:
As certification authority is also work on the
basis of public key authority but in the

communication over the network it is
beneficial to user to adopt the technique for
certification authority. The main purpose of
PKA is to provide the trustworthy
networking and communication
environment. This goal can be better
achieved by providing the certificate to
participants with the help of CA which
enables encryption and digital signature
possibilities over the channel.CA helps
many of the necessary functions to achieve
an automatic control like key backup, cross
verification and key updating, management
etc and give the better interaction with the
client-side software. The result also shows
that it is genuine accepter of every key with
all constraints.
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