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Abstract—In this paper, Wireless sensor networks place sensors into an area to get data and send them back to a base station. Data
fusion, in which collected data are fused before they are sent to the base station, is usually implemented over the network. Since a
sensor is typically placed in locations that are accessible to malicious attackers, information assurance of the data fusion process is
very important. A WB (Witness-Based) approach [9] has been proposed to verify the fusion data. In this approach, the base station
receives the fusion data and "votes" on the data from a randomly chosen sensor node. The vote comes from other sensor nodes,
called "witnesses," to confirm the correctness of the fusion data. Since the base station receives the vote through the chosen node, this
node could forge the vote if it is compromised. Accordingly, the witness node must apply cryptographic operations to the vote to prevent
this forgery. The cryptographic operation requires more bits than the vote, increasing the transmission burden from the chosen node to the
base station. The chosen node consumes large power. This work improves the WB approach using a direct voting mechanism such
that the proposed scheme performs better in terms of assurance, overhead, and delay. The witness node transmits the vote directly to the
base station. Forgery does not pose a problem in this scheme. Moreover, fewer bits are necessary to represent the vote, significantly

reducing the power consumption.
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1 INTRODUCTION

wireless sensor network (WSN) is a
A wireless  network  consisting  of

spatially  distributed  autonomous
devices using sensors to cooperatively monitor
physical or environmental conditions, such as
temperature, sound, vibration, pressure, motion
or pollutants, at different locations. The
development of wireless sensor networks was
originally motivated by military applications
such as battlefield surveillance. However,
wireless sensor networks are now used in many
industrial and civilian application areas,
including industrial process monitoring and
control, machine health monitoring,
environment and habitat monitoring, healthcare
applications, home automation, and traffic
control.

The applications for WSNs are many and
varied, but typically involve some kind of
monitoring, tracking, and controlling. Specific
applications for WSNs include habitat
monitoring, object tracking, nuclear reactor
control, fire detection, and traffic monitoring. In
a typical application, a WSN is scattered in a
region where it is meant to collect data through
its sensor nodes. A number of WSN
deployments have been done in the past in the
context of environmental monitoring. A sensor
node, also known as a ‘mote’, is a node in a
wireless sensor network that is capable of
performing some processing, gathering sensory
information and communicating with other
connected nodes in the network.

The main components of a sensor node are
microcontroller, transceiver, external memory,
power source and one oOr more Sensors.

Microcontroller performs tasks, processes data and controls
the functionality of other components in the sensor node.
Other alternatives that can be used as a controller are:
General purpose desktop, Microprocessor, Digital signal
processors, Field Programmable Gate Array and
Application-specific integrated circuit. Microcontrollers
are most suitable choice for sensor node. Each of the four
choices has their own advantages and disadvantages.
Microcontrollers are the best choices for embedded
systems.

In general purpose microprocessor the power
consumption is more than the microcontroller, therefore it
is not a suitable choice for sensor node From an energy
perspective, the most relevant kinds of memory are on-chip
memory of a microcontroller and FLASH memory off-chip
RAM is rarely if ever used. Flash memories are used due to
its cost and storage capacity. Memory requirements are
very much application dependent. Two categories of
memory based on the purpose of storage a) User memory
used for storing application related or personal data. b)
Program memory used for programming the device. This
memory also contains identification data of the device if
any. Power consumption in the sensor node is for the
Sensing, Communication and Data Processing. More
energy is required for data communication in sensors.

Energy expenditure is less for sensing and data
processing. The energy cost of transmitting 1 Kb a distance
of 100 m is approximately the same as that for the
executing 3 million instructions by 100 million instructions
per second/W processor. Power is stored either in Batteries
or Capacitors. Batteries are the main source of power
supply for sensor nodes. Namely two types of batteries
used are chargeable and non-rechargeable. They are also
classified according to electrochemical is thematerial used
for electrode such as NiCd (nickel-cadmium), Nizn
(nickel-zinc), Nimh (nickel metal hydride), and Lithium-
lon. Current sensors are developed which are able to renew
their energy from solar, thermo generator, or vibration
energy.
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The witness-based approach that was presented
by Du et al. [9] does not have this difficulty.
Several fusion nodes are used to fuse the collected
data and they can communicate with the base
station. Only one node is chosen to transmit the
fusion result to the base station. The other fusion
nodes, serving as witnesses, hash the fusion
results to message authentication codes (MACS).
The MACs are then sent to the base station
through the chosen fusion node. Finally, the base
station utilizes the received MACs to verify the
received fusion data. The verification may be
wrong since the chosen node may be
compromised and forge MACs. The correctness of
the verification depends not only on the number of
malicious fusion nodes but also on the length of
the MAC. A long MAC increases the reliability of
the verification. However, the transmission of a
long MAC imposes a large communication
burden. If the received fusion result at the base
station cannot pass the verification, then a polling
scheme is started to determine whether any valid
fusion result is available at the other fusion
nodes. In addition to the fusion result that had
been sent by the malicious fusion node, several
copies of the correct fusion result may also have
to be transmitted to the base station. The
transmission of the correct fusion result consumes
the power of the uncompromised fusion node.

Even though the witness-based approach
developed in [9] is more attractive than previous
approaches, it suffers from several drawbacks.
First, several copies of the fusion result may be
sent to the base station by uncompromised nodes,
increasing the power consumed at these nodes.
Second, a MAC mechanism must be implemented
in each sensor node that occupies limited memory
resources at each sensor. The MAC mechanism is
designed solely for fusion data assurance;
cryptographic operations are not otherwise needed
for applications in which the fusion result need not
be kept secret. Third, the voting information in the
current polling round is not used in the next
polling round if the verification has not been
passed in the current polling round. All votes are
collected in each polling round. If the voting can
be used in any way, then the polling process
should be shortened to save power and reduce
the time delay. Finally, since all votes are collected
by one node and sent to the base station, this node
can forge the fusion result and the votes. Such
forgery must be prevented to increase security in
the data fusion system.

This work develops a novel data fusion
assurance mechanism to eliminate all of the
aforementioned shortcomings in the witness-based
method by Du et al. [9]. The correctness of the
verification in the proposed scheme depends only
on the number of compromised fusion nodes. As

in the witness-based approach, a fusion node is selected to
transmit the fusion result, while other fusion nodes serve as
witnesses. Nevertheless, the base station obtains votes that
contribute to the transmitted fusion result directly from the
witness nodes. No valid fusion data are available if the
transmitted fusion data are not approved by a preset
number of witness nodes. Based on this voting mechanism, two
schemes are described: One needs variant rounds of voting
and the other requires only one round of voting. The key
advantages of the variant-round (VR) scheme over that
presented in [9] are summarized as follows:

Only one copy of the correct (valid) fusion result,
provided by one of uncompromised fusion nodes, is
transmitted to the base station, regardless of whether the
system is comprised of sufficient uncompromised nodes to
support the fusion result. This single transmission saves the
power of the uncompromised node. However, in the scheme
in [9], when too few witness nodes are available to verify
the correct fusion result, the polling continues until not
enough votes to pass the verification can be collected to
verify the fusion result. During the polling process, more
than one uncompromised node may send the correct fusion
result to the base station.

The direct voting scheme is adopted and no MAC
mechanism needs to be implemented at each node;
therefore, no extra memory is needed to implement such a
mechanism. Moreover, no communication is necessary
between the sensors in this voting scheme. In contrast, the
MAC message of each witness node must be collected at
the fusion node in the scheme that is presented in [9].
Early termination is achievable when the base station
receives enough "agree" or "disagree" votes. In
contrast, the scheme in [9] always collects all votes.

A witness node may remain silent (without transmis

sion) when it agrees with the transmitted fusion resullt.

Only "disagree" votes need to be sent. This "silent
assent" feature drastically reduces the transmission

power consumption in the system. However, in [9],
MAC:s are always sent and they cannot be too short to
jeopardize verification of the fusion result.

A compromised fusion node can be identified if it

has been excluded by the base station during the
polling process. This "traitor exclusion™ is useful for

further verification of the fusion result. Even though

the scheme in [9] also offers this "traitor exclusion"
feature, it fails to exploit it when the fusion node can
successfully forge the fusion result.

No forged result can be accepted by the base station

unless the number of compromised nodes reaches

the number of support votes that is required to
verify the fusion result and these nodes collude to

forge the fusion result. In contrast, for the scheme in

[9], the node that sends the fusion result and all

votes may still successfully forge the fusion result,

even when it is the only node to be compromised.
Analytical and simulation results reveal that the
proposed scheme has an up-to-40 times lower
overhead than the scheme by Du et al. [9].
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The rest of the paper is organized as follows.
Section 2 summarizes related work. Section 3
investigates the performance Section 4 gives the
simulation results on finite random networks.
Finally, Section 5 concludes the paper.

2. RELATED WORK

The related works are as follows. In a
WSN, the sensors collect the data. The fusion
nodes fuse these data and one of the fusion
nodes send this fused data to the base station.
This fusion node may be attacked by malicious
attackers. If a fusion node is compromised, then
the base station cannot ensure the correctness of
the fusion data that have been sent to it. The
witness based approach does not have this
difficulty as it uses MAC mechanism to verify
the result.

Drawbacks of Existing Systems are several
copies of the fusion result may be sent to the
base station by uncompromised nodes. It
increases the power consumed at these nodes. A
MAC mechanism must be implemented in each
sensor node. In [5], the voting information in
the current polling round is not used in the next
polling round. Even though the witness-based
approach developed is more attractive than
previous approaches, it suffers from several
drawbacks. In [2], several copies of the fusion
result may be sent to the base station by
uncompromised nodes, increasing the power
consumed at these nodes. In [1], a MAC
mechanism must be implemented in each sensor
node that occupies limited memory resources at
each sensor. The MAC mechanism is designed
solely for fusion data assurance. Cryptographic
operations are not otherwise needed for
applications in which the fusion result need not
be kept secret.

In [3], the voting information in the

current polling round is not used in the next
polling round if the verification has not been
passed in the current polling round. All votes
are collected in each polling round. If the voting
can be used in any way, then the polling process
should be shortened to save power and reduce
the time delay. In [4], since all votes are
collected by one node and sent to the base
station, this node can forge the fusion result and
the votes. Such forgery must be prevented to
increase security in the data fusion system.
One round voting mechanism is proposed to
overcome the disadvantages of the existing
system. Advantages of Proposed Systems are i)
Only one copy of the correct fusion result is
sent to the base station ii) MAC mechanism
need not be implemented at each node iii) Silent
Assent Mechanism. iv) The power and delay
associated with the transmission of the fusion
result are significantly reduced.

3. VOTING MECHANISM

The various modules in the proposed schemes are as
follows: Data Fusion, Witness Based Data Fusion Verifier,
One Round Voting — Base Station Transmission, Voting
acknowledgement of Random Selected Node, and
Performance Metrics

Data Fusion

Multiclass Phenomena H;

‘ Sensor 1 l ‘ Sensor 2 | """"

Figl: Structure of WSN

Fig. 1 depicts a WSN for distributed detection with N
sensors for collecting environment variation data and a
fusion center to make a final decision concerning
detections. This network architecture is similar to the
architecture of the so-called SENsor with Mobile Access
(SENMA). Since the distance between the fusion node and
the base station is usually long, the power consumed by the
fusion node upon receiving data is much lower than the
power associated with transmission.

If the detection (raw) data are transmitted to the fusion
nodes without any processing, then the transmission
imposes a very high communication burden. Hence, each
sensor must make a local decision based on the raw data
before transmission. The sensor then transmits the local
decision to M fusion nodes by broadcasting. The fusion
node combines all the local decisions to yield a final result
and it communicates directly with the base station. Finally,
one of the fusion nodes is specified to send the final result
to the base station. Unless all of the fusion nodes or all of
the sensors fail, this detection and fusion scheme
guarantees that the base station will receive the detection
result. However, the accuracy of the result is uncertain.

Two problems must be solved to ensure that the base
station obtains the correct fusion result. i)Every fusion
node must correctly fuse all the local decisions such that all
of the fusion results must be identical. ii)The second
problem concerns the assurance of the fusion result.

Data Fusion Assurance

Although fusion markedly lowers the traffic between
the fusion node and the base station, the fusion node is
more critical and vulnerable to malicious attacks than the
non fusion sensors. If a fusion node is compromised, then
the base station cannot ensure the correctness of the fusion
data that have been sent to it. This problem of fusion data
assurance arises because the detection results are not sent
directly to the base station.
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WB(Witness Based) Approach

In this witness based approach several
fusion nodes are used to fuse the collected data
and they can communicate with the base
station. Only one node is chosen to transmit the
fusion result to the base station. The other
fusion nodes, serving as witnesses, hash the
fusion results to message authentication codes
(MACs). The MACs are then sent to the base
station through the chosen fusion node. Finally,
the base station utilizes the received MACs to
verify the received fusion data. The verification
may be wrong since the chosen node may be
compromised and forge MACSs. The correctness
of the verification depends not only on the
number of malicious fusion nodes but also on
the length of the MAC. A long MAC increases
the reliability of the verification. However, the
transmission of a long MAC imposes a large
communication burden. If the received fusion
result at the base station cannot pass the
verification, then a polling scheme is started to
determine whether any valid fusion result is
available at the other fusion nodes. In addition
to the fusion result that had been sent by the
malicious fusion node, several copies of the
correct fusion result may also have to be
transmitted to the base station. The transmission
of the correct fusion result consumes the power
of the uncompromised fusion node.

The base station determines from the
received data that the fusion result from the
chosen node is accurate. In the T + 1 out of M
voting scheme, the fusion result of the chosen
node needs support from at least T witness
nodes, where M is the number of fusion nodes
and T is a threshold. That is, the base station
accepts the fusion result if the fusion result is
supported by atleast T MACs. Normally, T >
M/2. However, even when the number of
compromised nodes C is less than T, the fusion
result accepted by the base station is not always
correct. If the chosen node is compromised,
then it may forge the fusion result and the
MAGCs. Although only one copy of the fusion
result is sent to the base station by each chosen
node in this witness-based approach, the
witness nodes still  require  significant
communication bandwidth because the MACs
of the fusion results are transmitted. If the
received fusion result at the base station cannot
pass the verification, then a polling scheme is
started to determine whether any valid fusion
result is available at the other fusion nodes. In
addition to the fusion result sent by the
malicious fusion node, several copies of the
correct fusion result may also have to be
transmitted to the base station.

Improved Voting Mechanism

The voting mechanism in the witness-based
approach is designed according to the MAC of
the fusion result at each witness node. This
design is reasonable when the witness node
does not know the fusion result at the chosen

node. However, in practice, the base station can transmit
the fusion result of the chosen node to the witness node.
Therefore, the witness node can obtain the transmitted
fusion result from the chosen node through the base
station. The witness node can then compare the transmitted
fusion result with its own fusion result. Finally, the witness
node can send its vote (agreement or disagreement) on the
transmitted result directly to the base station, rather than
through the chosen node. When a fusion node sends its
fusion result to the base station, other fusion nodes serve as
witness nodes. The witness node then starts to vote on the
transmitted result. One Round scheme is proposed.

One Round Scheme

In this scheme, the base station may receive different
fusion results from the witness nodes. It requires that all
received fusion results be stored. This scheme has a fixed
delay and is summarized as follows:
Step 1. The base station randomly chooses a fusion node.
Other fusion nodes serve as witness nodes. A set of witness
nodes that includes all of the witness nodes is defined and
the nodes in the set are randomly ordered.
Step 2. The chosen node transmits its fusion result to the
base station. The base station sets the fusion result as the
best temporary voting result and the number of votes for
agreement with the fusion result is set to zero.
Step 3. The base station polls the nodes with the best
temporary voting result, which currently has the maximum
number of votes, following the order of the witness nodes.

The witness node compares its fusion result with the
best temporary voting result. If the witness node agrees
with the best temporary voting result, it sends an agreeing
vote to the base station. The base station increases the
number of agreeing votes for the best temporary voting
result by one. If the witness node does not agree with the
best temporary voting result, it transmits its fusion result to
the base station. If the fusion result has been stored in the
base station, then the base station increases the number of
agreeing votes for the fusion result by one. If the fusion
result has not been stored in the base station, then the base
station stores the fusion result and the number of agreeing
votes for the fusion result is set to zero.

The base station sets the best temporary voting result to
the received fusion result that had received the maximum
number of agreeing votes to poll the next witness node. If
two or more fusion results receive the maximum number of
votes, then the temporarily best voting result is set to the
result that had most recently been voted for. The polling
stops when any received fusion result receives T votes or
when the number of unpolled nodes plus the maximum
number of votes for the results recorded at the base station
is less than T.

From Step 3, we know that the base station keeps only
one best temporary voting result when it is polling a
witness node. Therefore, the witness node may be silent
when it agrees with the best temporary voting result. This
is known as the Silent Assent Mechanism.

The fusion node established a hash tree using collected
detection results as leaves. The base station requests one of
the results and checks if it is consistent with the tree during
the assurance process. The probability of detecting a
cheating fusion node can be increased by transmitting
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fewer detection results to the base station.
However, different assurance algorithms must
be developed for various fusion operations. No
general assurance approach is provided.
Additionally, only one fusion node is assumed.
When it is compromised, the base station can
no longer receive correct fusion data.

All fusion nodes, other than the chosen node,
act as witnesses to the transmitted fusion result.
The witness nodes compute MACs on the
fusion results with private keys that are shared
with the base station and then send the MACs,
as “votes,” to the chosen node. The chosen node
collects all of the MACs from the witness nodes
and transmits them with its own fusion result to
the base station.

The base station determines from the
received data whether the fusion result from the
chosen node is accurate. In the out of M voting
scheme, the fusion result of the chosen node
needs support from at least T witness nodes,
where M is the number of fusion nodes and T is
a threshold. That is, the base station accepts the
fusion result if the fusion result is supported by
at least T MACs. However, even when the
number of compromised nodes C is less than T,
the fusion result accepted by the base station is
not always correct. If the chosen node is
compromised, then it may forge the fusion
result and the MACs. The probability that the
base station accepts the forged fusion result
where k,, is the size of each MAC. Since the
number of the transmitted MACs is M-1, the
number of the transmitted bits, excluding the
fusion result, is
(M-1)ky,.

Although only one copy of the fusion result
is sent to the base station by each chosen node
in this witness-based approach, the witness
nodes still require significant communication
bandwidth because the MACs of the fusion
results are transmitted. If the received fusion
result at the base station cannot pass the
verification, then a polling scheme is started to
determine whether any valid fusion result is
available at the other fusion nodes. In addition
to the fusion result sent by the malicious fusion
node, several copies of the correct fusion result
may also have to be transmitted to the base
station.

In a fair comparison between the proposed
scheme with the witness-based approach, the
overhead is defined as the total number of bits,
excluding the bits associated with one copy of
the correct fusion result, that are transmitted to
the base station by uncompromised nodes
during the data assurance process. The power
consumed at all compromised nodes is not
considered since they are not useful to the
WSN. Therefore, the overhead can be regarded
as the useful power that is consumed for the
data assurance by the sensor. Since the base
station is generally powerful and not battery

powered, its power consumption is not critical in a WSN.
The round delay is defined as the number of rounds that are
required to collect all MACs (votes) from the witness
nodes; the polling delay is defined as the number of votes
(including all “agree” and “disagree” voting).

4. SIMULATION RESULTS

In this section, numerical and computer simulations are
conducted to evaluate the performance of the proposed
schemes.

We have simulated this experiment using NS-2

simulator. The figure 2 shows the creation of data fusion
environment. The figure 3 shows the WB data fusion
verification. One round base station transmission was
simulated and method shown in figure 4. The voting
acknowledgement of random selected node error detected
is simulated in figure 5. The figure 6 shows the simulation
of voting acknowledge of random selected node no error..
In figure 7, the performance measures between number of
nodes and packet overhead was represented. Here we take
50,000 nodes. In this, the packet overhead of the existing is
180, 0000. But the packet overhead of proposed method is
only 170, 0000. It shows that 10 % of overhead is
eliminated. We have done a simulation between the
numbers of nodes versus delay.
The result is presented in the figure 8. Here also
improvement in reducing the delay. In this, we consider
50,000 nodes; the delay taken by the existing system was
1.2000. But in the present system the delay are only
0.9500. It represents 20% improvement in reducing the
relay. In figure 9, the analysis between the numbers of
nodes and the power consumption by the nodes. We take
assume that 50,000 MR. Existing system consumes 1.1000
amount of energy. But in the present systems consumes
only 0.7000. Here also 10 % improvement in power
saving.
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Fig 2: Data fusion
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Fig 6: Voting Acknowledgement of Random Selected Node-no error
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Fig 9: Performance Measure (Number of Nodes vs Power)

5. CONCLUSION

We have investigated the possibility of using a
heterogeneous network composed of many
simple undynamic nodes and a few mobile
nodes. We show that node as a mobile relay, we
can get a lifetime improvement of up to 40%
over the undynamic network in the ideal case.
Another interesting property of this mobile relay
approach is that we only need to change the
routing algorithm for a relatively small area to
use the mobile relay. Furthermore, the mobile
relay need not travel all around the network. It
never needs to venture farther than two hops from
the sink. We see that mobility is actually a great
advantage since the mobile relay is more
efficient than most static energy-provisioning
methods. We also investigate other ways to use
mobile nodes, such as mobile sink approach.
Although it is clear from our analysis that using
a mobile sink is always beneficial in terms of the
lifetime of the network, there are certain
tradeoffs to make the sink mobile.

In this paper, we make some simplifying
assumptions, e.g., the network is running a data-
logging application and sensors are incapable of
power control. However, in a network which is
event based, using mobile relay may be even
more beneficial. Since the traffic is not
uniformly distributed in such a network, we can
move the mobile relay in the directions where
traffic is high. In this case we may not need to
redirect the traffic as in the data-logging
application, so that the overhead caused by mo-
bile relay will be reduced. Our scheme can also
work together with power control or data
aggregation/compression methods. Although the
traffic can be reduced by data compression, the
bottleneck described in this paper still exists in
such network since the information generated
per unit area is still fixed, and our model of
uniform packet generation rate can be applied.
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