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Abstract: We know that World Wide Web is made of millions of 
sensitive pages, we deals with an approach to disable pages in the 
browser after the user performs any action on the screen. This 
was required not only to enhance user experience but also to 
ensure that a transaction under process is not disturbed when the 
user clicks elsewhere on the screen after initiating that 
transaction. The solution is implemented using DHTML, CSS 
and JavaScript. The paper briefly discusses the approaches 
considered for fulfilling the requirement before describing in 
detail the masking process used. A basic knowledge of HTML & 
JavaScript is expected to understand the concepts mentioned in 
coming sections. We hope this will help web designers to 
implement and analyze these security issues of sensitive pages in 
the WWW which are very critical to the business. 
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1. INTRODUCTION 
More and more legacy systems are migrating to web-based 
applications. This calls for HTML forms being used for 
user-interactive screens. There are a number of form 
elements (text boxes, select boxes, check boxes, submit 
buttons) on these screens over and above the hyperlinks for 
navigation. Since these screens are data-intensive, they take 
time to re-load after the user requests an action (for example 
selecting a new checkbox or submitting the form). However 
the user can do other actions before the previous request is 
fulfilled. This is a vulnerable area since it can result in failed 
transactions and the process cannot be accomplished 
successfully. Such a scenario was observed in our work in 
which the screens were to behave in an intelligent way to 
avoid multiple submits on the screens. The issue could be 
handled by disabling the page once the user invoked any 
action on that page; the page being enabled again only after 
the action was completed. This meant that the user should 
not be allowed to start another transaction (be it navigating 
through a hyperlink or selecting other actions) till the 
previous action was fulfilled. In other words, the screen had 
to be blocked from the user while still showing user the 
contents of the page. However there was no straight forward 
way by which this page disables or enable could be 
accomplished. And it was also required that the page be 
disabled as soon as the user clicks on any form element, so 
that the transaction under progress is completed properly. 
This was tested only in Internet Explorer 6.0 +. A number of 
approaches were considered to provide the desired 

experience. The rest of the paper talks about each of these 
approaches briefly, their pros and cons [6]. 

 
2. TECHNIQUES USED 

Since the problem required a client-side solution, it was 
required to use JavaScript and HTML. 
2.1 Disabling Form elements 
The initial path taken to fulfill the page disable requirement 
was to iterate over all the form elements in the page and 
disable them in loop in a JavaScript method [8]. The links in 
the document were stored in an Array and the links were 
made behave as dead-end, as is shown in the code below. 
 
Function disableForms() { 
  IELinkClicks = new Array(); 
  for (var h = 0; h < frames.length; h++)  
{ for (var i = 0; i < frames[h].document.forms.length; i++)  
{ for (var j = 0; j < frames[h].document.forms[i].elements.length; 
j++)  
{ frames[h].document.forms[i].elements[j].disabled = true; 
      } 
    } 
 IELinkClicks[h] = new Array(); 
    for (i = 0; i < frames[h].document.links.length; i++) { 
      IELinkClicks[h][i] = frames[h].document.links[i].onclick; 
      frames[h].document.links[i].onclick = deadend; 
    } 
  } 
} 

Fig-1: Function Disable Forms 
 
This required looping through the frames in the document & 
within each frame looping through the form elements & 
hyperlinks. When the page was to be enabled, the same 
loops were used to re-enable the form elements & the Array 
object was used to re-activate the links. But this method was 
not fool-proof; when the user clicked on a hyperlink with the 
page disabled, the link would not function but it would stop 
the previous request from being fulfilled; this lead to no 
result coming out of the request. A large number of form 
elements could also pose performance problems since 
looping through these takes some time (even though 
miniscule) & user could click elsewhere. Because of these 
flaws, the approach was modified to provide roundabout 
solution. Checks in JavaScript methods (which performed 
the hyperlink tasks) were made to prevent the deadlock. 
Even though this approach provided the desired 
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functionality, an alternative solution was thought of, which 
could be more direct in tackling the issue [4]. 
2.2 Masking using DHTML 
The masking approach uses a kind of transparent layer 
which screens the entire page when the appropriate 
JavaScript method is called. Since this meant that each of the 
form elements didn’t have to be disabled individually in a 
loop, it was faster than the previous approach. When the 
solution was being discussed there was an issue to decide on 
the height and width of this layer since the page content was 
dynamic. However, the scroll Height & scroll Width 
attributes of the document. Body object came to rescue 
which gave us the height and width of the page on-the-fly 
[12]. The Masking approach was finally adopted for 
disabling pages in the application. However, the first 
approach was used in part to disable some form elements 
because of the limitations discussed later. The next few 
sections talk about the steps involved in the approach in 
detail. 
2.2 Disabling Form elements 
The following DHTML technologies were leveraged to 
provide a solution to the problem: 
a. The Document Object Model (DOM) 
The HTML DOM defines a standard set of objects for 
HTML, and a standard way to access and manipulate HTML 
objects."The W3C Document Object Model (DOM) is a 
platform and language neutral interface that allows programs 
and scripts to dynamically access and update the content, 
structure, and style of a document" [13]. 
b.JavaScript 
JavaScript allows us to access and manipulate all of the 
HTML DOM objects. The JavaScript methods can be 
invoked every time the user clicks a form element or 
performs an action on the page. 
c.Cascading Style Sheets (CSS) 
CSS is used to style HTML elements. The CSS properties let 
us control the style and layout model for HTML documents.  
The attributes of an element such as position, color, 
visibility, etc. can be defined using CSS styles. 
2.3 Solution  
The masking of the page is achieved using an empty <table> 
element which is placed at the end of the page (in the jsp). It 
is initially made invisible by marking the CSS property 
visibility as hidden. The table is provided with a unique id, 
which lets us invoke this element using DOM. 
The empty table which acts as a mask: 
<div id="mask" style="visibility: hidden; position: absolute; left: 
0px; top: 0px; height: 40px; width: 780px"> 
<table border="0" height="0" id="tableLayer" cellspacing="0" 
cellpadding="0" style="visibility: hidden; position: absolute; left: 
0px; top: 0px; height: 40px; width: 80px"> 
    <tr><td></td></tr> 
  </table> 
<div> 
The table element mentioned above is invoked using 
document.getElementById("<id name>") in the JavaScript 
method written to disable the page. This gives us a handle to 
the DOM object with the specified id name. 

var tableLayer = document.getElementById("tableLayer"); 
The CSS attributes of the tableLayer DOM object are then 
manipulated in the same JavaScript method. The height and 
width of the table are set to the height and width of the 
screen, so that the mask covers the entire page. Then this 
previously hidden table is made invisible. Since the table is 
empty, this leads the original screen containing the form 
elements to be still visible, but it is shielded by a transparent 
layer which doesn’t let the user access the text-boxes, 
buttons & hyperlinks on the page. However, the select boxes 
are window level components and so they are disabled 
separately by using the 
document.getElementsByTagName("select") and disabling 
them in a loop [6]. 
 
The complete JavaScript method is given below: 
 
Function disablePage() { 
  if (document.getElementsByTagName("select") != null) { 
    var selectBoxes = document.getElementsByTagName("select"); 
for (var i = (selectBoxes.length - 1); i >= 0; i--) { 
      selectBoxes[i].disabled = true; 
} 
  } 
   
  var tableLayer = document.getElementById("tableLayer"); 
  if (tableLayer != null) { 
    tableLayer.style.height = document.body.scrollHeight; 
    tableLayer.style.width = document.body.scrollWidth; 
    tableLayer.style.display = "block"; 
    tableLayer.style.visibility = "visible"; 
  } 
} 
This method is invoked just after submitting the request. The 
code below is part of the method invoked by the action 
initiated by the user: 
document.ConfigureVehicleForm.action = 
"../choosemodel.do?modName=ov"; 
document.ConfigureVehicleForm.submit(); 
disablePage(); 
A similar approach is followed to enable the page back to 
allow the user to perform other actions on the screen. This 
method will be invoked just after the user’s request has been 
processed & rendered to the browser.The method below 
shows the page enabling code [15]. 
 
Function enablePage() { 
  if (document.getElementsByTagName("select") != null) { 
var selectBoxes = document.getElementsByTagName("select"); 
for (var i = (selectBoxes.length - 1); i >= 0; i--) { 
  selectBoxes[i].disabled = false; 
    } 
} 
  var tableLayer = document.getElementById("tableLayer"); 
  if (tableLayer != null) { 
    tableLayer.style.display = "none"; 
    tableLayer.style.visibility = "hidden"; 
  } 
} 
Fig-2: Function Enable Page 
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The page disable methods can be effectively used when any 
of the JavaScript events is triggered by the user action, be it 
form submit by clicking on buttons or navigating through 
hyperlinks. The user experience is enhanced by changing the 
browser status bar, to showing user-friendly messages such 
as “Loading…” while disabling the page. This is 
accomplished by using window. Status JavaScript method. It 
lets the user know that his request is being processed & once 
done the status bar is again changed to “Done” to let the user 
progress [7]. 
 

3. RESULTS 
 A simple and straightforward approach which does not 
involve complex logic at the client end. Page disabling 
operation is almost instantaneous since just a small loop for 
disabling select boxes is required other than the layer 
masking. The code is extensible & need not be altered at a 
later point of time if new form elements are added to the 
screen. It can be used along with pop-up screens by invoking 
the method on the opener object to disable the parent page. 
OnMouseOver events are also disabled which gives the user 
a feel that the user cannot start another transaction as already 
one is in progress. We have potential results showing the 
masking menu and sample application of masking to 
webpage. We hope this paper will help web designers before 
deploying into production environment when testing 
sensitive data. 

 
Fig-3: Mask Menu in Css DHTML 

 
 

 
Fig-4: Application of mask to webpage 

 
4. CONCLUSIONS 

Since there was no direct way of approaching the page 
disable problem, we went through a lot of transitions in our 
solution. The final solution evolved after having undergone a 
lot of changes, which had to be incorporated in the dynamic 
requirements of the pages. The masking approach as 
discussed in the paper fits the problem description well, as it 
shields the page from any user interaction till the action 
initiated by user is completely rendered. 
The current solution is followed across many of the project 
screens, and ensures that the transactions, once started, are 
completed & only then the user is able to proceed with the 
next transaction. The approach requires minimal coding 
(now that it has taken a good shape) and can easily be used 
across any of the pages which require user interaction 
 

5. FUTURE WORK 
There needs to be extra provision to disable the select boxes 
in the iframes. The current code does not disable the select 
boxes in separate iframes. The approach has not been tested 
for browsers other than IE 5.5+. There could be potential 
compatibility issues in other browsers. 
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